2017 8

Al 1 T AWSB

Google b Propublica, b
i _ F v 0 T AWSy ™~ €

4 7 Core0S Azure

Kubernetes L {5 ~ & F X N
F 0 H Hb ~ Google A

N 1 T AWS

€ DDoS A

€ * Openstack G 9 0 " EasyStack ¥ Al

wo FortinetA

- n'E> NeuVector ¥ = N Istio *



p_ €+ n 2017 8
n N 0 Ne APP a
DDoS Db na n 0 A
~ A - r] \ET\ ~
\E;'( a r] \ET\ A
2017 8 31



p €+ n° 2017 8
N1 P s [
..................................................................................................................... I
P €t T ————————— 1
Wa E A 1
1. AWS €  MI™ oot 1
11 AWS Y W M¥ ~ 3 CNCF
1.2 AWS FE
1.3 L € F, b
1.4 F~ *
1.5 F H
2. GOOGLE €7 3
21 H n £ F
2.2 o F
2.3 8! " B



p €+ B 2017 8
5.7 €0 | L
5.8 €
Ha T ———— 9
. OPENSTACK™ ettt 9
1.1 G 0
2. BASYSTACK ™ e 11



n- 2017 8

m
w Ry

N g & W NPy

€ 8 W

7 2 U 18
VMWare0 G o3 AppDefense  _ e, 18
Google #F Android 8.0 # e 18
Flashpoint = Intelligence Academy e, 19
T ¥ i 0 b~ L s 19
Cylance 0 W 9 N7 e 20
Netflix O T~ *D APl DDOS Bp e 20
ESETF & ®w o -7 N .. 21
n a FUD ..o 21

n E® Respond Software SOC -~ . * ~  1200° “H .21
n'E* Dragos A 1000 " "Houooieeeeeeeeeen 21

WY F SSL3 F o 22



p €+ n° 2017 8

wa €A -

1. AWSE -

1.1 AWSY Y Mv "~ 3 CNCF

FE ~ AWS w3 i O E"E€Tv €I 0
Y W M¥ ~ 3 CNCFAD w w W N& AWS € «
Adrian Cockcroft ¥~ CNCF Hw™ AWS F  Arun Gupta N
b . bA

- AWS3a Azurea € ~ & IBM Bluemix £ CNCF w


https://aws.amazon.com/
https://www.linkedin.com/in/adriancockcroft
https://www.linkedin.com/in/arunpgupta/
https://www.cncf.io/about/members/
https://www.cncf.io/about/members/
https://www.cncf.io/about/charter/
https://kubernetes.io/
https://www.fluentd.org/
https://linkerd.io/
https://prometheus.io/
http://opentracing.io/
https://grpc.io/
https://github.com/coredns/coredns
http://containerd.io/
https://coreos.com/rkt
https://github.com/containernetworking/cni

p €+ n° 2017 8

F AWS M LY G 2018 n A VMware Cloud on
AWS  VMware Cloud Foundation t " 'H a 11 VMware 1
i - z AWS no”’ il T Ne T © loT™
n -~ " - F A
1.4 AWS':  Amazon Macie F~ 3 *
AWS  :t  Amazon Maciel | F £ 3 L7
Yi AmazonS3 (¥ A AWS S3 ° T Amazon
Macie # Lo No a #e. MH Yi b H
\H AMacie F b t ‘
n 0 AAmazon Macie " R i AwWs 0O + A
15° AWS F H
W E® T 2 180 NI e, H A
E" 4% o ~ FBI™ H T a
aF a N w n~ Neg 7~ ~ W M H A
n'E’ UpGuad W i G F~ AWS™ 20 =
A Ne n =2 T o ' Election Systems
&Software B E w 42 @ L FA



p €+ n° 2017 8

2. GOOGLEE€"™

2.1 H n Titan € F

Titan - ¥ € H n z A Titan
Y N Titan T o \ 7 Titan p”
G » - 0 Kv ~ 7 H Titan A
tOE € Mo A E* Gartner [fT -
W 500 HA
2.2 E ¥ . F
¥ = " B b D b € D A
Y Y L E"€ F v T F E % G VY =
33, A F Now =T LI %l H # R "
D - % 1w L E A
VE n 'E° Cedexis L Y
% H M#A HTTP 50 Ne B %o
"N W 5,401kbps %o w 3223kbpsA
2.3 Google1  App Engine ‘" B O L IP
w3, B O 1S" AppEngine L * Google ¥
vW N w A

T, SR ANSITERBL 5 STV AOSRANs . [l MEESRSie ————  [Ieauia g
lesan hetier serure incrynionyaifictamnue ! _,.!1!_ o Df""thu_d'f d_ e D) B0 ETDITE Foewall i
applicatipng=- Py
. Services

& Versions
Acticn, IR raong.

100 Allow 123.123.123.123




p €+ n° 2017 8

o u” vy S’ App Engine APla € L7 " Google Cloud
Console™a gcloud o i W Y "H IP A
t N "H Y Ty b¥F A
EEp b, b a P ~ A
GAE i o~ IP ayi G app bi Ne
F~ DDoS



2017

8

Li T Azure€

|_

|_

a DocumentDBY 1 i 1

@


http://www.c114.net/keyword/%CE%A2%C8%ED
http://www.c114.net/keyword/Google
http://www.c114.net/keyword/Microsoft

p €+ n° 2017 8
4.3 H b E. b " \T M €
8 3 Ny H b e 0 . b
TV € 0 = € i
- z Fozyl E € - NG “wo3
L g¢ A
H " - 6 2013 ° T ® - yTavkan
e ¢ € T Ty LW an L €
RV 8 |‘ - fog 8 Z b -\E:
N €a M € a MDM € € v C [ n »®
F© AT M W 3€ F ¢ A
4.4 € b - re® W .
G 8 19 ' - e ® L
0A € ” B
A
4.5 € b . Db
8 1 ° Mb ! € E b
€ HU3 Y Moot F B
;0 oL L ” L 3 7 b
A
4.6 €E * v -
€ ¥ ¥ _ G "yt N @
No# a aNeh »o T G n G P
nA
€ v _ N v 7 ® P
w Sda  p W} ) 3 v
o D Ne) A



p_€+ n° 2017 8
5. g-
5.1 €0 0 7% 0
€ v " Ne 0 0
0 EV 0 A r Now:'z
T o371 3 b A - h e F:
€ F T 03"
IT 3 - A
m S+ A -t
B £+ M D Ne Ev” 0
| | 8 +=>§ ' =>3 ‘E: ~ @3
5.2 € DevOps 1))

DevOps Development



n

o

2017

8




p €+ - 2017

8

e F
) o QQ v
0 .
b n A
v a
w .
5.8 € DDoS
€ ' BGP
DDoS -

DDoS

b=



10

p €+ n° 2017 8
17 d
0 v | Cindery ~ 7 A We 7
A
2" )
w Yz y docs.openstack.org o A
OpenStack  ~ Ww. H ) A
3" Ironict Neutron
Ironic  OpenStack F~ Neutron t A 1 a T
y -~ Neutron v " Yb W A
4" Keystone w L
OpenStack Keystone M F 1 W L “yB 11 OpenStack
FT h A
" i ' voo@ W
Keystone vWae W L Keystone T
L LA
5~
Neutron Networking Nova Compute . b7y H
W T . P A
6" Nova @Y "H
NovaT I celll - W ' LA  OpenStack Ocata
T w Lt @Y 'H 4 Nova,



p €+ n° 2017 8

2. Easystack™

2.1 EasyStack ¥ @ Al €

EasyStack( . 0 EY) T Fn @ GPU  FPGA

€ ~ ESCould AI' Yy 303

11


http://www.chinabyte.com/keyword/GPU/
http://cloud.chinabyte.com/
http://com.chinabyte.com/
http://www.chinabyte.com/zq/bigdata/

p €+ n° 2017 8

3. H
31" H "tz 0
H = 35 = YL 1 FA
L -z " H3 3 ey v 0z
a a M Ne 3 A~ # b -
H N "3 i r.n 0 A
4,
4.1 ¥ € n -
6 n IP SReXpertS = . "7 3t ¥
" € n _ il i a a
bA € n _ 4 D7 W E n zAs
- n T ~ = Nuage'E™" ~  Nuage VSS n k-
T T Ty oy A
4.2 eW E Techworld 2017 w
2017 8 4 ° E Techworld 2017 w . . § e A
W 2 n 0 5~ n A
3 T ) - i b - 57
Lo - A s T Z
A
wT~ « ” Y 3a F HE
= A
5. 36003 n
A

12



n

o

2017

8



n

o

2017

8

14



p €+ n° 2017 8

° VIC Docker h ;' Docker =~
() VICT
° h ST

2. Aqua

2.1 Manifesto wa 4

Manifesto W G 'E UH iAH " yG " p H ”
3" v aq " H - . (i Kubernetes v'H A
2.2 Kubetnetes I

Kubernetes ~ - n 3 wo3z 7 Ay
E n 3 CIS  Center for Internet Security™ 3
Kubernetes  Benchmark — %oA nA Aquay CIS #  K8sBenchmark®b u
v FuW n i Kube-benchA

Agua . LizRice ~ i a Go - p1’l 6 YAML

T 3 JSON * Ba LT 1A
KF - ey 0  Kubernetes ' 3w 3 il
D K8s': @b n L ) A

3. Docker Enterprise Edition D o3 ~ EE 17.06

g Dgg ™ W

_Monolith  _Microservices... .. . Micppssrvices Monolith | _Monglith

-
|. E\'..

m - lH I ! T 5,:

il t




p €+ n° 2017 8

Dockero3 ~ EE™ 17.06° G Windowsa Linux  Linux )
CaaS h nY ~ o3 . TA o3 v G
Linux ~ Windows D F- G x86 F a 'E" € A Docker
EE ' W [YW T T -L L~

Yi 3 ptL A
Docker EE &: Windowsa Linux 0 woo_
v 5 Ah wo
° Docker Windows o E aoverlay networking
[ a  overlay networking Windows  Linux '
° Windowsa Linux A
4. Istio F n
Istio W@ T LW W a G F A Istio
FH a v b F A
A
® HTTPa gRPC TCP H ) '
® a v ta a ~ W L
o Wa’ AP L3 L ’
° ; a p N a’¥ '
° T Fy o0 M -G O I n ™ A

16



p €+ n° 2017 8

Istio  |F7 Kubernetes =~ ~ 7% b € a Mesos i
T T A
5. CoreOS Tectonic 1.7.1 Azure Kubernetes

€ _ f 203 IT b * Kubernetes
W h L i ACore0S . b o3 Kubernetes
CoreOS Tectonic [ Azuré Ty e -

Kubernetes b A

6. F OpenShift 36 A €& 6 W
6.1 n
® PCl DSS” ot a a Db H N o33 PCl
DSS v OpensShift o v T _
A
® Secretsy W "E U Secretsv  AOpenShift 3.6 u
v G T “Ep -G 3t ) 3
[ J A - b Y1
LA \ Lk Y
A
62 . € £ W
° FT:" Broker oo ~ T at b
T E € F 1t 1 OpenShift A
® OpenShift  T: " -t = OpenShift

17



p €+ n° 2017 8

¥  OpenShift T FA
® Ansible Playbook T : © “"H a_ Ansible Playbook  OpenShift :
F- W B OpenShift ) i
T o E €& A
° Gluster ¥ A O 4 OpenShift "ET Loyst L @
w " Y1  OpenShift A e’ a Kk O A
na n U
1. VMWared G o3 AppDefense
VMWare: 1 0 3 AppDefense VMware vSphere € I7L
e] _ A8 28 ~ PaloAlto AppDefense 3t T
nA _ G o3 0 v
L D -~ ~ o3 A~ AppDefense L W a - N
DA VMWare AppDefense [ intent-based securityl” vShpere T
) € ! I Ly "y App
T * A AppDefensei [ hypervisorG ~  vSphereb VMware NSX b
. Y7 o3 'oa ) A T3 "
" zb 0o Vb~ 7 G o3 n A
2. Google ¥ Android8.0 #
8 21 ° 0 Android 8.0 “Oreo # AW A :M
Y 0 o 0" 7 We I OLA \
T~ Android 4.4 N 16% o A CEO ®© g
v N 9 A E n 0 w:ooQ 86%  10S
[ 10S 10 W7 7% N [ Android 7.0A
Android 8.0 0 Ty N A 2 Treble 7 ¢ 0
pbL N Ne ~ Ne ¢ 0

18



19

p €+ 2017 8
# w w ~ L~ a B WiFi
an, p ' 2 60 emoji’
1 Y a APP We



p €+ n° 2017 8

o

20 @ ~ 0 OTAA ® 0 4000° @ H® & W
300kbit n - W 1.1kbpsAl L A
W b 5 Wa . Neb - 2030 n
H A v H:: w7y H
N - [ K v Wy H p AT
7% 1) 7%H TA W 2 T 2015
- [ = 1010 A
5. Cylance D W0 n~
Cylance 0 W W n”  Cylance PROTECT Home

Edition

20



p €+ n° 2017 8

7. ESETF 0 W & 1~ 7 6 Ne

ESET nf 0o VW o {77 & ~ICS” Ne
A H Q | 0 yoH Industroyer -
YyoH 1 \ A A 0% IDAPro  IDAPython  ~
nf ~ OPC Data Access 3 \ Lo Lop
A 7 Ne Havex RAT  Win32/Industroyer H A
Ny Ty 7 A
Ea n a Hp

1. n E® RespondSoftware SOC ~. ¥ ~ 12000 "H

v Respond Software 'E” 12000 H ° -

n Ne * A EY 0 _ n T SOC wu -

<l
U}

* SOCLA  * Y

21



22

p €+ n° 2017 8
Ne 3 E” Ab Ne L 5 b T
W Ne L G Ne " b wA T H
H O~ Y wa Ny i v A
h Energy Impact Partners (EIP)  Allegis Capital 3 [ = DataTribe
A DataTribe  Dragos2016 8 A - 33 1200 'H TA
3. w4 F  SSL3F
DigiCert + @ nskA ® Hw nr _
v 2018 Q3 A N - Ok w 95. H
- DigiCert 3 30% A Chrome C 10
b PHK ® SSL i~ w0 i SSL 0 W3 hH%*
DigiCert Nt A |k ) 2 SSLob T
Comodo  IdenTrusty ~ M w 14% ¢ 2t 5.5% i SSL i A
DigiCert M W 229 @A Ne Ge 0.9% EAb  DigiCert
loT b " SSL @i G L FoH v A
4. 'EY  Flashpoint 2800° "HC
W 'E”  Flashpoint 2800° HC - E
i3k wl 3k L BRI™ F &t 0 A E
b D Lo 7/ (]
A Flashpoint  ~ 'E* w LT H " Yl
T v i3k st A ' Ne ~
1 BRI A 3t Flashpoint |F3 F i a aG aa v a
a r a a A Geogian Partner Greycroft Partnersa
Bloomberge Betad Cisco Investments A



