(OceanLotus APT32) 2012

Pon khi€u nai “ ”

|,F}n’n.khié‘;u nai___ : IS =

a
e

1 2288 SCE8E, BARE

Microsoft Word 2016

Error 30921-42. This Word document Wwas saved in a later version of Microsoft Office™.
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and then click “Enable Content”
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Excel  Auto_Open

CN e CPrar s s,
objExcel.Run
oahitiorkhank. rlnse False

"Auto_Open”
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DLL 17f2d8.dll
_ReflectiveLoader@4

DlIMain 0x10030028 0x1000 0x69



se 1:
sub_180085634((1int)a3, len, 1);

ase 2:
sub_10003B6A(=23);

ase 4:
sub_1000368C(Llen);

5:
b_1800361D(1en, a3);

sub_100054E0(len, 1);

sub_10003D1E((1int)a3, len, "wb");

sub_l10004C29(=3, len);

sub_1e00387A(len, a3);

005201 (Llen, a2, 1);
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shellcode shellcode
sub 8 prog. - =ar
pop esi
mov ebx, 5

seqPP0: 00DPOVOB 83 C6 04 add esi,
seq000:000000BE 8B 2E mnov ebp,
seq000: 00000018 31 DD xor ebp; ebx

segB00: 00000012 83 C6 04 add esi, 4
push esi
loc 16:
mov edi, [esi
| xor edi, ebx
mov [esi], ed
L xor ebx, edi

add esi, 4
egooa-uuooz1 83 ED 04
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